
Enterprise configuration option to use private/internal AI endpoints in Compass AI Assistant

Category: Compass

Description:

Problem:
Compass AI Assistant (natural language sidebar) is hardwired to `https://knowledge.mongodb.com/api/v1`. There is no enterprise configuration to point it at an internal or private AI endpoint. This is a blocker for regulated enterprises that cannot allow sensitive schema metadata to leave their network to a third-party service.

Current behavior:
· Compass AI sends collection schema, field names, and (unless disabled) sample values to MongoDB's external endpoint.
· The only options are: (1) allow the external URL through the corporate proxy/firewall, or (2) do not use the feature.
· No self-hosted or internal-endpoint alternative exists.

Requested feature:
Add an enterprise configuration option (via Compass settings, environment variable, or `compassrc` config file) that allows organizations to specify a custom AI endpoint URL. This would let enterprises route AI queries to their own authorized internal LLM endpoints (e.g., Azure OpenAI, AWS Bedrock, internal API gateways) instead of `knowledge.mongodb.com`.

Example configuration:
COMPASS_AI_ENDPOINT=https://internal-ai-gateway.corp.example.com/api/v1

Why this matters:
· Fortune 500 companies and regulated industries such as finance, insurance, and healthcare cannot send field names, schema structure, or inferred data patterns to external third-party services without extensive security review and acceptance of risk.
· Even with sample values disabled, field names alone can leak PII identifiers or proprietary data model details.
· Internal Azure OpenAI and AWS Bedrock endpoints are already authorized and auditable within corporate security boundaries.
· Without this option, the AI Assistant is effectively unusable for enterprise customers with strict data governance policies.

Suggested approach:
· Allow a configurable AI endpoint URL in Compass enterprise settings.
· Document the expected API contract so internal endpoints can implement a compatible interface.
· Optionally support custom authentication headers for internal endpoint authentication.

Use case:
Large enterprise with corporate proxy blocking external AI calls. We have internal Azure OpenAI endpoints that are approved and secured. We want the same natural-language-to-MQL benefit but routed through our own infrastructure where data never leaves our network.
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